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w)
C
e
m
E
mjo
>
o
Of
rg
mh
|.|-
[n
=2
e
my
il
-1
0x
il
=2
Ral
Hel
[m
=2
>

BPDU &S A = AFUL 7I2H2=2 STAE 22| Edge’t ZEOA

2IStE[RA=X o R0 2AQO| 2= ZEO BPDUE EHLICt. BDPU EHE

rlo

®Working Mode - 2I'd E2| Z2EEF 2 E: STP(Spanning Tree IEEE 802.1D),

RSTP(Rapid Spanning Tree IEEE 802.1w), MSTP(Multiple Spanning Tree IEEE
802.1s)

®Pathcost Standard - £ H&2 &X| 7t XX o] ZEE ZHSI= O AHEE LICH

2 HE Y2 Z AHIo|A0 2EY +

4 A &€ Z28st= o MEELILL

sDotlt: 1~200,000,000 Q| 32H|E 7|8t gt2 X|™EtL|Ct, (O|Z0] 7| 2ZtYLIC})
mDot1d-1998: 1~65535 H?[Q| 16H|E 7|8t gtS XL,
®Max Age - & X7t M=EHE2 AlLst7| Mo 74 HAIX|E $AISHK| 20 7|CHE ==

e AT AZHE)YUCHL RE BX EE(RIFE ZE Hel): FIIHoz 74
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HA|X|E =Als{oF SfLICt STA FE(OHX|Z 74 AIX|Of HMSE)7t BteE 2E
ZEEs AZE LANO| CHsH X|HE ZEZI LTt RE ZEQI 42 HESQIA0 A=
X ZE FOM MER FE ZETL MEAELICE (O] MMM "ZE "= "IHHO|A"E
o|0|stH, o{7|0fl= EEQF IF0| 25 ZBEL|CE)

¢ Max Hops - MST 99| %[0} & =& L|C}.

®Hello Time - £E TX|7t 4 HAIXE HE5t= HE (=) QLL

®Forward Time - QIE{I|O[A AEf HSH A|ZFRL|CE,

®Instance - 2I'd E2| QAHAQ| =& X|dgtL|C}.

®Priority - 2If'd EZ2|0|M AL(H FX|Q RME=LIE XHYLICL 20| HS+E

29X 22907} O LICH,

ip §
w7/ 0.“ E BT Configuration
() HAxs

STF; | trable ' Ciseble [Default: Cissbie]

= i

B0 Guard iEnabla ) Dizable {Dufault: Disahla) BPOU Filter: \ZiEnable ) Dusabls {Default: Disabla)
Werlong Mode| ASTF  w (Defadt RETR} Fathoost Standard: dotlf ~ (Dafayn dotit)
Mz Ages 30 |{gan; Default 2a) Mk Hipas B | a-an, pefai 2o
Hell Time: 12 |{1=20, Default 2} rgrward Time: |15 | {arv30, Oefault 23)

— Instance
Inetance: @ {0~a004) Prierity: 132768 [0~E1440, Dafauit 22768}

STP Interface

Spanning Tree > STP Interface

Ol HOolXlz 2Ifd E2|0f e ZELL AF0| dX| MEE EASI= O ALEELUCH
®Edge Port- £ === MY RZE 207 £ gleoz Amd Eg| MF HEIE
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A

g sue = ASHCLL X ZEE X'ZstH AIAHO[MO|LE MLt 22 FX|0f

Chot O WE 8= MSot o M CIOIHHO|AS 7X[SHO] X+d OHE &

T2 HOIES CHA Adgots O 22 Z Y S2d &= 20|21 AHH O[S HEf7t
BEZE M 2md E27t PGS AIMBHA] LT Lot CHE STA 23 AlZh =1t

1]

ZHE SEYUCH SHAZ X ZEE AELE FX|of HZE ZEO| CHOHA T

E

m}Oi

gote|ofof otit= HE 7|YstMR.

#Root Guard - STAE O ®2 E2[X| AEA(EEs S A § %2 MAC
F2)E 7Hl X7t HHMEX RE 22X 922 TS & AUA=E HELLIT. Root
Guarde RE HZ|X|7t 2[HO0| ot X0 HFE|X| HEF 2Fot= O AEE +

Pl

L{ol BPDU HIAIX|ZF =4lE[X] Go®™ ZEE= UBO| YEf Hets 4, o5 8

HE st

|'||'

Ciil B S€X AE SEl2 SOZLICH ZEJ X S| SEO
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| By Guard | Dexdu Filter oot Goard | Lopo Siard | SIF
daable chmsble dinsbie disable enable
dsabie dasable theabie disabie enable
daable disable disabie disable enable
disable disahle disabie disable enable
deable cisable diseble disable enable
b 4 disable cisable dissbie tigable enable
- deatie caable disatie disable enabie
., duable caable disatia disahla onabla
* dusnable ciseble disabie disabie enabie
* disable digable disable disable enable
e duable disable dissble dizable enable
5 daabiz chosble daable dinsble ensbie
: duabie cisabls disabie disshla enahie
dsable disable disabie disabls enable
disable disable disabie disshis. enabis
dizable dizable dissble dizabie enable
disable disable disable. disable enable
Ao
MSTP &85
Spanning Tree > MSTP Region
O| H[O|X|= MSTP IAEAS FIISEA AK|St= HO|X| Y L|CH

~— Region

Raglon tiame: | Apply

] | Irstance 10 AN

[} 1

7t HES 85t MSTP QAHA My HO|X|2 S{ZL|CH

of

®VLAN list - O] MST QIAHAQ s VLANY L|CE,

n
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Add MSTP Instance ;

Tastance: | Nt maerna)

VLA st

Aexample: 3-5,7,9-11

&3 &2

ACL

Access Control List

ACL > Access Control List

Of TO|Xl= ACLZ dd W AHSLD ACL #AE FIH/AMSH=H AL E L L.

Access Control List [MEA

Eurrent SCL Name: Tyme:

o [ o]

MY HES 22510 ACL 718 HO|X|2 S0{ZL|C},
®ACL name - ACL2| 0|2 ¢|L|LC},
¢Type - O3 ZEH ZEJF X|AELCH

alP: IPv4 ACL EE= A4 IPv4 FAE 7|HO 2 TiZlE EETL T},
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CH4 MAC 49 OlEY Z2Q 9¥e 7jutos

rir

sMAC: MAC ACL EE= &4

mzls HIHC

Access List |

ot
ol
N
£
rim

ACL O|S& dddt & 49 ACLE S8

2 22810] ACL 74 74

HO[X|2 SO ZLIC.

ACLIP w3 +4 HO|X|.

#Sequence Number - ACL 11&/9| A|fA HZQYLICEH
#Action - ACLOl= 3{& L& HE Aol =0| ZeE £ USFLICH
#IP Protocol - YX[A|Z Z2EEE {FYE TCP, UDP, ICMP, IGMP, ALEXF Ho| L&

ANYZ X|HgtL|Ct,
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_U
-
B>
i
Ral
ox
o
-
il

#Source IP Address - LX|A|Z AA T

Iy

#Source IP Address Wildcard Mask - 2 X[A[Z AA TP FA QIUYETIE OATIE
INESE=I{]

#Dest IP Address - ZX|A|Z O IP FAE XL

#Source IP Address Wildcard Mask - 2X[A[Z & IP FA QIUYETIE OATIE
INESE=I{]

oDSCP - X3t MH[A [E ZHQIE ME2| 2E, 40| =25 M=%t
=OtE LICH (H?: 0-63)

DSCPE 7|Ht22 ACL 3ls 28% = 53 Ry EY O O =2 W=

F A

—

Ee 0 ®2 7] AMZte MSdts S Lt DSCP Ef7F QA= mizlo)| oHef

rot
un

rir

A2 H8Y + UAFUCLL Ol HESRR 2228 HEOF 8X0|1 FASHH a3t
o ==0| & ULt
#Routed - O| #%2 2tRE7F HEoh I{2l0| HEEH, M2|=|0 [HE HEHIZ
HdEe F=H7F E mjzlofet kg njE L C
#Option - IP S84} TjZlS XA Z LT
ll i S
U ONE acnsarnue |
= S
sequencetumber: | fieaswrn
Source 19 Address: |
|

|
[ |
Source 1P Ridvens Wideard Waske | || L[ |[ |
Dest 19 address: | |

|

Dest IP Acdreas Wiidcard Hask:

twaIrk Managiment
BoaTity

DeCe: o3}
Rauted: |

Munagensest
opton: |

_Submll | Ea
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ACL MAC 1% 74 H[O[X],

#Sequence Number - ACL 11&/9| A|lfA HZQYLICEH

#Action - ACLO|= & L= AR F&o xgo| ZatE £ UFLCH

#Source MAC Address - 2X|A|Z AA MAC FAE XFELC

#Source MAC Address Wildcard Mask - 2 X[A|Z AA MAC F4 QEYEZIE OIAIE
INESE=I{]

#Dest MAC Address - ZX[A|Z g MAC T8 X FRLCH

#Source MAC Address Wildcard Mask - 2X[A|Z CHa MAC F=4& QYEZIE OIAIE
INESE=I{]

®VLAN - VLAN EE+&= MAC F4& HM2 MO 55 #20| HE8kl= £ VLANS
Xgste ol AH8ELICEH F, XI™HE VLANS| EzfHit o] o F&g &Lt
eUntag Vlan - 243} = H{2datgtL|Cf,

sEnable: 722 E{27F XFEX| &2 VLAN E2iZo| M-g&L|Ct mj2l0] VLAN

Ef 17t giCiete CHE ZRA(Ol: A& MAC &, & MAC & 3)

o]

S5Ot 0

3o gdgs LI

sDisable: #4512 £d VLAN Ef7} = {202 HEELICE EJ7F XZEX] B2

#COSs - Ijzlo| =S 2ot Ol Ar8&= MH|A~ SAYLICH COS ws

>
o
of
)
i
02
o
0

o
1o
Im
o

H
o
AL
u
of
El
o

).
i
o
mjn
>
2

_(')l-

g9 = ASLHCH 20|

Hir
o

4
i

S M£9|7h FotELCh

#Inner Vlan - "Inner Vlan"2 g8tdM o=z 0[F Ef1 VLAN(Q-in-Q =& 802.1Q-in-
802.1Q) #42o| W& VLAN E{1E LIEFRLICE, O] dF S AMESIH 7|& Ef {0
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Z7t VLAN EfOE F7t & JAEL|Ct
#Inner Cos - "Inner CoS"= Ut L& VLAN EfO2| MH|A ZefiA EEE

== T L A A S

SMEE X

ZE ALt
#Protocol - "protocol" BE+& YX|st= TfZI0) CHot =

=

— =

XEgHct of 2EE AE5tH £F 4|

rél 2| st

o=

B

T UASLIL

ACL Add Rule

Dest Mo Address Widcard Mask:

EQ3 A5 ZREES 7|

Seguence Numbir:
Actons

Sourca Mat Address:
Spurce Mpc Address Widcard Mask:

Dest Mac Sddresa

Wan:

Ste O AF2E/E 802.1Q VLAN Ef9| 3HIE

EEE FH(ARP/RARP)Z

HoZ2 Egj

JE
o

{14131071}

[1d004)

Untag van:  (Censble 8 Digable
£
Haj A OH
=ci2
ACL > Class Map
O HO|Xl= S2fx HE 4d A AHStD ACLE EXIAI7|= O AFEE L.
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Class Map R i, achmin

; 3 e

[ o |

0z
0x
T
rim
mjo
muju
Ju
ey
2
muju
)
[>
2

T HOo|X|2 So{ZLCt.

#Class map name - 22iA 2| O|FLICt

#Type - match any = match all L|C}.

sMatch any: Ol & & dtitete SFEH 477t d3otChe 20| LT},

sMatch all: O|= OiX[7} S35t B =0 SAOf SFE[0foF &= 20| L C.

Class Map Create

dass map name:

Type: match any -

m]

SolA M 0|22 MMTH = MME So|A ™ 0]

o =glsl s X =
= = 2ot = FIHHE

Ofru
o

225t

Class Map Match ACL #4 HO|X|2 ZIgtL|LCt,
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CoEm o

[Esr—

e L s

CIEm (o

| | Namn | T
a 2 Az
o 5 in

R

ACL > Policy Map

of HoIXlE WA WS WY I AFsD

e v Live m Py Mo
[]

Iresriscn prevrm vath by Base
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0x

i T HO[X|2 SO{ZLICY.

H
-1 H o

Policy Map Create

walicy map name:

M Y 0SS M T MHE IM Y 0SS 2T T 27t HES SR Y

Y X FHL Y 9 HO[XZ SO{LLICE

=l
>

Y Yol S 2~ ¢

P EXSt=E 235E 2L YoM oot 728 S5ohs

DE E3To| FY Wo| MEHCH: oojYLiTt F, 2L WL £3T FWL

Awotn Y WL s ST i3t ST Qos FMS MWFLIC,

#Class map name - 22liA 7|2 E= 7B 2eia H O|F L CH

18

sClass-default: Class-default= CtE Z2iA YO PA|HOZ HOIZ|X| %2 ZE

ET2 YXAZIE V)R BHA BALICL T2 BA Yol HOIHK ¥ FL BE
E2jme o 7l wFo| S

#Policer — Policer?t OtL|7{L} Policer@L|Ct.

[m

o

JH

o =& HMetotALE Mofste O ArgEL L. 28E

— —

sPolicer: Policer= EH

S0 O2 Hoje S&S Metotd, Mets =aots 22 MM, BEAl S22

I

SEEIS

#Redirect to - "Redirect to"& AFESIH £ EdiH HFE X|F& QAHHO[AZ
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2ioiAMY = AFLCH

#Monitor - M431, M&2 X M3, "Monitor"0| §3 MM (H: "MM1", "MM2" E=

"MAE3M)I 2 AFEElE 9 APE FolE ZUEHY FMO| EfY Y¥FE LEoChs

o|0] Y L|Ct.

Clags Map Nama:

Palicar;

Fsdinect to: w

Fanitar: -

| o o3
i Msnagement
M Y 0SS MM 3 MHE IM Y 0152 2T 3 HOIX ST X7} BES

#Interface Name - 57 QI L0|A0 HX M2 ShaHL|Ct,

eDirection - Input == Output® L|C},

sOutput: £ ZEO| =5 Ao I WS HELLIC
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Policy Map Apply Interface

Intarfaca Hama: v
Dwetion: | INpUT v

IPv4 A2

IP Routing > IPv4 Route

O] HO|X|= BGP 42 H|O|=, & ZZ HO|Z, OSPF 42 H|O|Z,RIP Z2 HO|& H

g4 42 HolgE =Y 22 Y HOIES EAIStE O ASELCL

—

Pv4 Routing Table

1Pv4 Rouoting table information
orotacal: | A - Quiery |
Taotat 2
Gesinaton tale wratacal tinisthap Erosing Inerfacs
154600 23,39 398.9034] Siress want

1SREERZ 2537.295.299.255(38) Dirsct. vlant

IPv4 ™HH

IP Routing > IPv4 Static
45
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Of HOo|X|= 1Pv4 11 H2 xS Y5t HASt= O AHEE UL

LR et U
W W hd b IPv4 Static Route Configuration
(F)FHARS

1Pv4 Static Route Information

Naw | [ Dasts Ttk £

Mz 57| HES 85t Ipv4 18 842

oot
o

48 Holxlz So{ZL T

,_|
rir

#Destination - Y HEYI, MEHESRI L= SAEQ IP FAYL|CH
®Mask - HZE IP MEUS HESYI OAIYLILE, O] OtA3= §F MEUC=Z
2t 5= O M8Eles 2AE F4 HEE AEELCL

#Nexthop - O| 20| At&= Lt 2tRE Z2of IP FAYLIL

#Distance - & J=o| 2|7t X F=0 o] = A2 20 X2 BL O
d27t 38 2t FEZ WEoE = ASS LEW= 22 A2y, 85

FLIHAE 2t2E Z2EZOM AMEElE 7[2 22| AH2l= OSPFel B2 110, RIPS|

42 120, eBGP2o| 42 20, iBGP2| 4% 200L|Ct. (H®l: 1~255, 7|24t 1)
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eV
w7/ U.‘ B= IPv4 Static Route Configuration min
— IPv4 Static Route
ousrten -
Hexthops [k H_1
Distance: [T ] = fanass; defaue 1) .
Aoy | Back_|
OSPF B2
IP Routing > OSPF Route
O] H[O|X|:= IPv4 OSPF B2 &=2 A dstAL AHSt= o AHEE LT
LN eV
W U.‘L OSPF Route Configuration min
i e
Harr | [ Dt | Teital: 0

New HHEZ Z8/5t0| OSPF Route Item 44 HO|X|2 S0{ZL|Ct.

#Process - OSPF ZZ A& IDE LIEFHL|CH O47HBI~E X|HSIX| Y™ ZE OSPF
T2 MA7F CHAl AJZFEIL|C

#Destination - CHY HERI, MEUESRI = SAEQ IPp FAYL|L

#Mask - HZE IP MEUC HESRIZ DtAIYL|CE O] OfA3Es £ MEUHCR

2t gots O M8EHE 22E F4 HEES AMEYHCLL
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®Area - HERIQ =28 22 LIEtL= OSPFe 2% 7Hd YLILt. OSPF=

HEYTE oz Yoz FUPORM HaE: 219Y Yo ¥ F0/n HEYI

OSPF Z2E20|N ¥ HA| HEAIS ofpf HA2 Lt =2l TEMYLC
A8 goo| Al X Fa 90| AL HEYoe

7% Q3% @Yoz AldHS I 0.0.0.022 TE FAUe AZAStD FY 7+ Ho|H

EET MUS HUICH WE P2 Moo Yuh Yoo C}2 FAS HojT ot

= Yt AZEL|0joF THE ool 4l 8 B= Ao tseLLt. 2teE 2t &
uehs Chesstn HERR 45t etdds AUt
eV
UUI‘L OSPF Route Confi =
Bl ute Configuration
— OSPF Route Ttem
Procesa: [1 1 * tiws553s, default 1
Destination: [ M H .
s Hagh: =] l-' (0~32, default 28]
= [¥ Euming arzet ] = fo-azgsmerass, deaulc )

W TPey Rooie:
P Bt
W OSPE v

Appry Back

RIP A&

IP Routing > RIP Route

Of HO|X|= IPv4RIP B2 &F5 HI5tAHL AXSts O AFEELIC
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RIP Route Configuration

RIP Roote Information
Naw | [ Dasts Total: 0

MZ HE7] HES 28310 RIP 22 &5 44 HO|X|Z2 S{ZL|C},
#Destination — CHY HERT, MEYERI £z ZAEQ| [P FAYLICE
®Mask - GIZEl IP MEUS| HERT OtAIYLICEH O] OfATE= EF MEUC=E

2t EotsE O M8EE 2AE Fa HEE AEYLCL

LR et U
W Widke RIPRoute Configuration
(F)FHARS
— RIP Route Ttem
Ditinaten: | Tos
Fagk: = (Ge32, defuult 247

[“Aney | [ Bae

HE|FHA E

IGMP A5

Multicast >IGMP Snooping

of O|Xl= EEIFHAE EfHo| oj7ii+E Fd5t= o MSELCL

—

49



U-F9028HPUW

#IGMP Snooping - Zd3t[H A9X[= HERA EfHES ZLIEHESI0 ZEFIAE

AL
—|—A|_|

=5

JE

k=3
=

5l AEEZ ZAXSLCE 0|5 IGMP A%Ho|2t stL|Ct,

rir
fot

®TCN Querier count - IGMP F{2|0{2| A1d A== T2l IHE 250 et
HEQA izl &4 7Isde EH6H7| s d™E Ut MHEE0| ES+5 IGMP
He7l= O "ZASXX 2 ast HEFHAE OF A[ZH ZD0F A[ZH2 ZOJELICE
#Max Member Number - IGMP HE|FHAE F0| X|0f L4 = L|C},

#TCN Querier Interval - IGMP F{2|0{7} A|ZE[H "IGMP 2| AT A|ZF 2| 2tH"9
AZH 2422 "IGMP FHE| AT AZ FE2| A2 IGMP g OF FHE2| HAIXE 2L
A HEQIAO ZEFHAE OF TR0 UA=X| wWEAH =gt

#Vlan Mode - 2= VLAN E££ T2 VLAN.

eVian ID - VLANQ| ID.

HE|FPAE Eaf

JE

= AL

rlo

#Discard Unkonwn - SE&|X| @

#Report Suppression — IGMPv1/v2 T+88 B HAIX|IE YHSI=E ZEE

MHYBLICL IGMP A=H0| v3 REOIA HEsHs Z2 THY B HAKE 4F X

#Fast Leave - WE LI7t7|7F & = A= REPPHAE 47| 22 HAXIS

AL
—|—|A_|

>

A 5% w2

@

= HEH2E =2 EF 2| HAIX| = ZEPHAE Fa 8

>~

HAIXIE ELX] 5t il H2| sdxtes S 2E7F HEPHAE A5 HECHE

AdE g2E" ZEPHAE ZA0O MY ZEUCH WE L] 7|52 22 HAIXO

eVersion - HEQ 30| CtE ZX[efo ZetdZ o Z2EF HHEZ dFTLLCt Ol
AKX AFEH EOME EUE O AMESHE IGMP HAQLICEH (B9: 1-3;7|24t: 2)
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#Last Member Query Interva - HE|FHAE SAEJL 152 HE|SIH IGMP 2E|
HAIX|E &Lt

AQKE HE HAIXIE #A5tH IGMP I8 E= I8 % 22" 2| HAXE
BUY s =AEZ} OX|2 e 2 OES HEJM=X &5t EO|HE A|ZFgL(CY.

EtO|H 7t Rt=E[7] HO| 2AM7t AR HoH OAF 7|50| MM E2 BEAMIt

e
|>
[m
ol
(e

EPHAE 2teHE HEEUCLH ¢S 0|8 & £= 229 OiX| 8 F83

USLICH O] HH2 IGMP A5 ZEA| 207t 2M3IE[AHLE IGMP #2|7|7t

2yste 009 HSELIT

U 0.“' E IGMP Snooping
(F)FHARS
—IGMP ing Global
WP Snoopmg: [E Heox Member Number: m‘{l'\-lﬂ_’d. Default 1024}
TEN Cpumrier Court: |27 Jf1~10; pefnulr 23 TOM Cymrimr Inferum [10_[{1~255; Defacit 10)
[ fooy |
— IGMP fng Vian
\ian Modei All'Vian Wian' 1D 1 (Evd09d)
[EMP Sneoping: Enab ~ Chocard Unkenwn: Disal «
Repart Supprassion: Disal w Fask Laawe: Dizal w0
version {13, Delawt 2) L3t Masmibar Qusary Tataryals 1000 | (300025500, Defauk 1000}

IGMP 254 ™MH

Multicast >IGMP Snooping Information

O] HO|X|= IGMP A%T 229 MEf, IGMP 25T VLAN & IGMP A%T 129

Oi7iH+E =S50 IGMP 258 HEE EAISH= O AM&E LU CH
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e
WIS 1GMP Snooping VLAN
— IGMP i Global
JGMP Snoaping: Enatle Max Member Mumber: 48
TCN Querier Count: 2 TCN Querer [nterval: 1

- IGMP Snnoping Vian

Enassing tiacard raart ot Last termber
s Enic [romieiny Supprssan Losve Merezsy [y Leberval
Enatiad Disaice Enaicd Dkt z 000
- 1EMP Snooping Groups
Dynemic count: Staic caurt: 0 Tetal count:
Vi tmrsfuce. Tarmup Address Expim Teme:

HEI wal

DHCP Z2l0|HE

DHCP Z2I0|¢HE &H

Network management >DHCP Client >DHCP Client Setting

Of TO|X|= ZEO|A DHCP 22I0|QE 7|52 &d%t & HZ2Eetsts O
ALEE L L.
U ONE oucecionsens

et e e

oot ]
= S29oIE U¥ £= OF ZE0 i DHCP 220[QE
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273 molX|z2 So{ZLct.

DHCP Client Setting

i
Irterface Nome: eth-0-1
DHEP clent: O eranle @ orsabie

o I o

DHCP Z2t0|HE 2FE|

Network management >DHCP Client >DHCP Client Status

O| HO|X|= ZE, LEO| |P A DHCP MY 1P ¥ ZE ME|E ZESH DHCP

SCI0|AE FJE HO[2S EAIS= O AHEEUCH

Dhep client info table

Dhcp client info tabla 1
o

SNMP

Network management >SNMP
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Ol HOo|X|l& 2E 2| Zcto|AEM T All, 1, 2, 3)0 CHSH SNMP MH|AE =g}
HIZd%tstn A R/LE 88 485 O AHEE LI

#Access Mode - 7R L|E] ZAtEO| CHSE MM~ HsHS XL Ct,
mRead-Only - S0lE Za| AHOME2 MIB M T HAMT & A&L|Ct

mRead/Write - SQIE 22| AHO|M2 MIB HNE HMSID =Y &= AFLICH

Enabk ¥ Dusabic {Datauks Disabka)

SE  (Datauh &)

o iy A s W D

SNMP

Network management >SNMP Trap

Of HO|X|= Trap2| OH7iH=+E Td3t= H AHEE UL

11

L=V |

=

#Coldstart Trap - 22|%X|& Al EYES SNMP MHZ EHL|CH
eWarmstart Trap - 22|X|= & MA|Z A ERS SNMP MHE EHLICH
oLinkup Trap - 2%|X|= ZE A Al EZZ SNMP MHE EHL|C},

o#Linkdown Trap - 2%(X|= ZE AZO0| BEO{X|H EZMZ SNMP MHE EHL|C}

#System Trap - 29/ X|= A|2H 027t LYSHH ER#S SNMP Mz 2 -L|CH

#Loopback-detect Trap - 2%|X|= FZ7} HX[|H EWZ SNMP MHZE HHL|C},

¢Community Name - Af EZ Z2[Xt &=0| ot F29t HFJLEl X<

mjo
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NESEEIS

#Trap Target Address - 2 HA|X|E Al Af 22| AHO|MO| IP FAYLICH

®UDP Port - E ZtE2|Xt7} AM2SH= UDP ZE HSE XYL Lt

#Management Interface - #2| LEE S SNMP MHE AHZATL|C

LI R et U
Wi snwe Trap Configuration
(%) FHel ZH
— Basic O
SHMP Trag Snable:
[ Coldstat Trap L] Wigrmstart Trag
7 Linkisp Trag L] Linkdosm Trap
| System Tran L} Loophack-detec Trap.

[ /ool |
Trap Server Configuration
Trep Target Address: [ | 11Pud or PvE address)
Community Namas I
uD® Fart: | | fo~e5535, Deinult 152}
Marsgement Inferface:

Creahe
Tarsgot Adermms. 100 Pt ] Camrasity Narm Chulatn

LR,

ZE HOt

Security >Port Security

Of IO|Xl& AKX ZEOM st5d = AN T4 HOISO MTEH HERT M2

rH

<
ot

= Ae A MAC F29| Htf /5 Fdot= Hl AHEE UL

mjo
mjo

o
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P——
(o]
Hotl =3 HES 28010 HE = OF ZE0 O ZE 2o 74

HO|X[2 SO{ZLIC.

¢Interface Name - ZE H35,

®Port Security - ZEQ| ZTE HOLS M35t AHLL HZMESIEtL|CE

¢Interface Protect Mode - 25, X3t I B=F.

-

mProtect - ZE EOF 2|8t A| I{ZIZ H|7|gtL|Ct,
sRestrict - ZE HO0t 2|8t A| HAIX|E AHstD 235 QAMTL|C,

H

—

-_

aShutdown - ZE HOt ¢

Al ZEES Hjg-gdstetL|o,

—

#Max MAC Entries Learned - ZE0|A &5 &= &= O MAC A& =YL|C},

I —
Irterface Nome: eth-0-24
Part Security: B pisate O Enable
Intarface Pratect Mode: W protact (7 Ractriet ) Shatdown
e MAC Eniries LEamed: 1 {064, Defastt 1)
[ rom [l ok |
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ARP QUE{ME

Security >ARP Intercept

O HO|X|= =Y +il&l= Zf ARP T2l =& 283t= O MEE UL of =5

Z1HStH ARP S-S EX[SH7| I8l 7| E LT

— Arp pr Settings
| Arp Intercept | 258 4 pos Valld range: <0- 100000 the value s set to 0, no dynamic ARP entry will be leamt again.)

Apply |

DDoS QIEME

Security >DDoS Intercept

O HO|X|= 24 MH|A HE SHLERH ES5t= O ALEELICH DDoS 342
AFEHLU HEYI 2(aA7t HSste MHAE Xtotétais Al=QL|CH

¢ Smurf Attack Intercept - 7}Si{A7F EZEIAE CfA IP F4(255.255.255.255)2
CHako] AZWE ICMP o2 2F Ecim g Mdste 3422, 25 o3t msiXte

I.

S

AZHE 42 FAS ABYLICH ICMP Echo SE T3S 2UiE o Lo

r‘I:I
r|o

#®Fraggle Attack Intercept - 0| 342 AHZE ZH°| HAYLICH ICMP TS
AASHH A YatHE 2mlsts| s o o|d ICMP /¥ IjZlg EZEIHAE

FAZ HLU|X| QSLICH CfAl UDP TS AF2EL|CE.
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i
| >
4H
0H
rot
=II:=|
s
mjo

¢IP Equal Intercept - =& [P AL LX|SIEE [Hef IP T4

o

®ICMP Flood Intercept - ICMP IfZIC 2 CHA IPE HX|A StH ALE 7% =

#SYN Flood Intercept — 7t Xt7F AL5H Ol TCP SYN QHE(AZEZE 44 Ip 20
A0S ez B ACK TiAS BHetshX| @i= SHYLCt. of2{gh Hhohg

UL ChYO| 2AAS HIIYSD MRS APS BE 4 9ODR MHA ARt

¢ Small-packet Attack Intercept - IP 2 IfZl 3 40= CH& A|AHEIY 2 =2 4

s 2 sl AM2Ze 2|aA8 AH|oh= X Y0| ZobE LT

k= DDOS Configuration B i, aclmin
— DDOS Config
Simurf aftack Inbercegt: ! Ermble % Disnble { Gefault; Disabie) Apply |
Fraqole Attack Tntercept: Enabla ® Dizable (Dafault: Disshlo} Aggly |
1P Equal nfereaps: i Epabla % Dicable (Dafault: Disable) Apply
ICHP Floed Intercept: |o J pps Valid range: <0-1000- 0.disable _Aaply |
UBP Flood Intercent: [a | /-prs Valld ranger <3-1000> Didisable | Agply |
SYN Flood Intarcept: |z | { pis Yalid ranga: <0-104005 O:disable. | Apply |
Small-packet Attack Irtercept: |a bytes valld rangs: <23-405 B:disabis Apgly |

58



U-F9028HPUW

Sz MM

Security >Currently Session

of HOo|Xl= 24 & MYe D78 EAISHE O AFEEIH Ol AMSHALE AEAIE

ZHZ 2I0RAIZ = UAFUHCH

Currently Web Sessions

n ser Name Sextion Y Expire Time | it 12

[ admn 1560912 1570-01-19 01:35:30 162,168.2.200 (%)

ArEX e

Security > User Management

T2 TEE ALEX Ol HIYBMSE 7oz AQX|0f Cigh 22| HMAE

HMO{St= HO|X| L Ct.

(B i
(¥ 0 I‘f E User management

Feaelze oS

Tt HES 28610l AL8A 74 F7H/+8 HOIX=Z S0 &L L.
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eUser Name — AEXO| O|EQL|LCE,

#Confirm Password - 277} YAlSHX| Q=X =2elste{Td o™ HEo| YHst
XSS CHA] YEStM . O] & EETL YX|SHX| YoM AQX|= HETHDE HASHK|
ALt

#Privilege - AFAt =FZ X|HELICH (&4 1 - gt 4 - Hot AF)

2t Hot =2 22(X2 M SHE HEAlots MeteEl o FF1 o2 HOo[EH o[~

Ll =
e k= Add/Modify User

Liser Marme.

Fassword!

Canfrm Passward:

4

orvilege: |14

3 &3

» dystmn Managonmet

>
| >
oz
i
1]

El

=

i
o

System Management > File Management

Of HO[X|= YKo mUS 2e|st= o A& LI

AHE XY

mjo
o

7Y T

rir

C

2
I
HU
[n
O
[
rI'I-I
m
1]
_E|
ne
mjo
0
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2
o
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T TS T2 T TA0| AR T4 TAS AR

it e St e
Fagh bk w7as Starbup confg®
Rashsrcald e ol log
faghiz/zold = Cald feg
fiashifinia 162K
fiash: 18
Rash: 70K
Reahs 1478 DHER binding
fash: evs-diag 467K

00118 155440 flash: fays-dag 192K
fiash: 26,00
Aash:/reboct-irfo -
fiash:/rébock-infa 23K
Rasihs reboat-Infa bl
fiash: 1518
flash: ETOK
flash: 1160 Licenzs
Fash: 13 Syslog

Delete Sclected Flies

System Management > System Configuration

Of HO|Xl= A2X|0f Chet Eat Azt F+8%t= O AHEELICH

—

L=y
¥ k= System Configuration

— Base Seftings:
Drevice Namie: Switch {163 chars)
Contact: I [1~255 chars)
Lacation: | {1~ 255 chars] Anply
Date and Time: 124149 DIB202 | {HHIMM:SS MDD | Asply |
Time Zone Name: uTe {331 chars)
aftzat: mius v 16w hour 17 v mEn 11 v &er “Agply |

load &M

System Management > Load Configuration
Ol HOIX|= Al&"H 205 EAISIL AHE 5 &5t= O ALEE LT
#Level - 0-emergency, 1-alert, 2-critical, 3-error, 4-warning, 5-notice, 6-
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information, 7-debug

L=y
E= Log Management s |

Lag Managemant

Level: Al - Modula: Al v [ Bearch |
The total number of entries for the selected conditions: . 0

[Level0-emergency, 1-abert, 2-critical, 3-error, 4-waming, S-notice, §-Information, 7-debug)
[Feiesti { Char |

O

il
o

Tools > Ping

O HO|X|&= ICMP 0|2 28 mjZlS HERIO 2 E2 EUY& O AFEELCH
(ZEE S st B IE EEE FirefoxE ARSI A|Q)
OVRFID - 7t& 2128 % MY D= HY =2[H 2t2H oA M2 CHE 7t

AEA
AEA

L]
4o
om
ro

i
11
nE
1=

St 0 AEXIYALCEH ZF VRFOl= AHH| 2t 8 HI0|=0] A0

Sgeh XoM EafY A2t o 29T =00 JtsEL . Ol CHE HEE

#Destination IP - ping T2 IP FAQL|C},
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Ping

— Ping qs [Tips for p y: please use IE or Firefox]
VRE ID: mamturt v
Destiration 18- ji0 L[1o |25 |jza | [ Fing

Traceroute

Tools > Traceroute

[

of HO|Xl& x| gE tHd22 0|Sst= 42 mzs #AISH= O AFEELICH (=28ds

rot

2|3t El: IE == FirefoxS AF2SIMAIR)

#Destination IP - & Z0l 1P FAQL|C}

2
L TraceRoute

— Trace Route qs [Tips for P y: plaase use IE or Firefox]
VRE ID: mamturt v
Destiration 18- ji0 L[1o |25 |jza | [ TraceHaule

T Al &/ R

Reboot/Save
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Ot
k!

Of HOo[X|= £2X| 85 Mo, AAK|E CHAl A%
=#ot= o MEELILC
#Save - TS AR #90| MZotH MEEY 20 +90] FA|ELICE

K& M oA

fo

®Reboot - 2 ¢

Xt
(=}

nx
ox
mjo
i
o
ot
>
>
to

X ot

i
OH

®Restore - A% X|

Maintenance

Save configuration te startup-config: “Save |

Rebuat the switch! B Savs systam configuration bafare rekook Rebaot
Restore FRCtary £drfiuration (o SEarup-config: restare
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