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Interface Management > Link Aggregation> Link Aggregation
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Interface Management >Flow Control

Of HOIXl= & Moo mi7fi+E Fd5t=0 ALt

U GH E Flow Control Display
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®Receive - =4S 243151 LL HZd3tetL LT,
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(¥ 0 I‘f E Flow Control configuration
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Interface Management > Port Isolate> Global
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Port Isolate Global Configuration

Part zlate Mode: ¥z Clan
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Interface Management > Port Isolate> Port Isolate
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Advanced Settings> VLAN> VLAN Summary
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Advanced Settings> VLAN> VLAN Global Config
O| I O|X|= VLANO| CHst MAC Aot & AZ Fd5t=0 AHEE LI
Global Cenfiguration

Mac Limit actian ¢ C piscard ®rorwerd O warn Aagly | ‘ ‘

VLAN F7t/4HK|

Advanced Settings> VLAN> VLAN Add/Delete

Of I O|X|= VLANS F7totd AtH|SH=H A E L C

# Configure Mode - T+ VLAN =
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®VLAN ID - VLAN?| ID E+ VLAN EH{(2-4094)L|C},
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®VLAN Description - VLANS| O|ZQ!L|C},

VLAN Add/Delete

— VLAM & VLAN Range g
Canfigurs Moda: singl w
VLAN 1D { |{z~4024)

VLA Dscription:

VLAN ©CIE{HO|A

Advanced Settings> VLAN> VLAN Interface

Of HO|X|= VLANS| IP F2E5 F-d5H=H ALEELICH

I e o
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Advanced Settings> VLAN> Access/Trunk Port
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1l ST .
(¥ ]\J B b=  Access/Trunk Port Modification
IFraolzs tr.c )
Tite Irfermation
Intesface Home: wth-0<1
Tribefacs Meda: EOCHEE
PRD: [1 * (1r4084)
Permit VLAN: [1 | {1~siad), mcample: 25,7
[ gack |

VLAN =&X}
[ of

Advanced Settings> VLAN> VLAN classifier> Summary
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hd E VLAN Classifier

— VLAN

Rules:

Birle Fype

Spanning Tree

VLAN Classifier

e

VLAN Classifier Groups

b LLDF

Usage

Advanced Settings> VLAN> VLAN classifier> Rules

Ol HO|X|= VLAN &&FAt &S F7toh=0 AMEE LIt

®Rule Type - IP 2t MACT} protocol LI C}.

1l ST
W/ WY ks VLAN Classifier Rule
(Flpuazy

— vian Rule

Bate 10t
Fufa TyDE:

[P Addrass|
‘ian ID;

» Mirror

— Jto~ anas)
ip -
M Bk
|41 - 4084)
Apply

b LLDF

Spanning Tree

Advanced Settings> VLAN> VLAN classifier> Groups

0| I|0|X|= VLAN £5X 1

=2 O X
== T

7tot=E AHEE U L.
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k= VLAN Classifier Group
— wian Group L
Group ID [ Jtw~an
Foila 10 i (0~ 4095}

Apply

Advanced Settings> VLAN> VLAN classifier> Usage

Ol HO|X|= VLAN =&FAt 13s ZEO H8st=0 AMSELU

#Based Type - IP2} MACI protocol &IL|C},

U 0 I‘il E VLAN Classifier Usage
(Flaalelze
— vian usage q
Intarfaca: ethi W
Group 10 L4
Based Trpe: ip ~

¥ secarity

2 m Managensat

MAC

% 24 Bfo|2

Advanced Settings> MAC> MAC Address Table

Of Ho|X|= & F&, 8 £ 3 VLAN IDE ZSSH 2t ZEO|M St&ot
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W Wh¥ ke MAC Address Table
= ———
Mac address tabla information
MAL Typa: Al -
Mag address: | i i | vian: | | £1~apma3
Interface Typs: Al - Tnterface Nama: Al » | Cuery |
Total; 1

T T T AT

LR |

» LIDP C0e0.3800 CaT L o3 dynnmiz

Spanning Tree

Advanced Settings> MAC> MAC Global Configuration

Of HO|Xl= MAC = HIO[E2| ofo]F AlZts Fd5t=H MEED Hele 10-

999999 QI L|C}.

Infurmastion

| <10-9895985 Unit: secand, Defaut 300, 0§ mesns disable nging

» LIDP

» Spammng Tree

OH
=1

1%
l>

Advanced Settings> MAC> MAC Learning
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Of HO|Xl= ZEOAM MAC St5S 283t X HIZdEatst=0 AMSE LIt
u GHE MAC Learning = - _..

LEL

= SESIE Y E= OF ZEO ofsh 2dgal/H gt

i
Irterface Nome: eth-0-1
MEC Learning: ® Eranle ) Drsable

LR
» LIDP

Spanning Tree

X5 o HOo|=
Advanced Settings> MAC> Static MAC Table page is used to add and delete the

static MAC address.

of HO|Xl& ¥ MAC F2E F7Iot MXst=H AHEELICH
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Shatic MAL Table
[ h— [ ] [ ian: | | fasoed)
Thierlsce Tyei - Inberisce Mamres) - | ey
[ tew || ote | atal: 2
L] AT addiie M It ey T

3 oA 250 thst 38 MAC F& F7t

caEm o

Static MAC Table

Mac address: E | Vinn; [1=4094)
En-0-1 W Apply || Back

Interface Type: Ethemst - Interface Name:

=2z o gog

Advanced Settings> MAC> Blackhole MAC Table

Ol HO|Xl& £3E MAC F2E FIotn AHSt=H AHEE LICH.
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» LIDP

» Spammng Tree

Mz 57| HES

Blackholo MAC Tabla
Has address: ! L[ [ ey
Mew | | Delete Tetal: 0
D T
28510 VLANO| Cist 2= MAC FA 7+ H0[X|2
Add Blackhole MAC
Blackhola MAC Tabla
Mac addres=: | . i ; wilan 10: (1-~4084) Apply || Back

LR

» LIDP

» Spammng Tree

A wot o

Advanced Settings>

MAC> Static Security MAC

I|O|X| = Static Security MAC A4S FI8l10 AtK|ste O A ELICE,

HqH HOF MAC T4

rir

=7t O =20 00o|F AlZtel Fegs A EEUCh
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iy ]
U ONE st securty mac (8 o)
(FIreigins

Static Security MAC Tahle

[ISpE— i 4] 4] I imey

| frvepasy

Amisface Tyzed A - Tabsriats Names ] - | ey |
_tiew | [ Deete | Rewtin
L] WA ackdiness i o Bury T

== 2850 T ZE0 st S3;ME MAC T2 F7t HO[X|=2

Static Security MAC Table
[ISpE— i 4] 4] I imey | (r-apmay

amerface Thoes Effmet - Tabgriace Names ahd) W [ Aeply || Buch |

Mirror

Qo

Advanced Settings> Mirror> Summary

O HO[X|= Ol &=Z F7IotL ARSH=L AH&E UL
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e ‘Snurce PORT Source VLAN
- Tipe Dreatennton

» Spamming Trea

b ACL

» I Kauting

F7t HEZ =2 018 MHE HF 7t Ho|X|2 S{ZLC},
¢ Session D - 1~4,

#Source Port - E2fjEH 2 ZLHYE ZEQL|CE

& Destination Port - 24 ZEOA O32E= Egfjmle ZLHES A ZTEE

NESEEIS

#Direction - CH& ZE, Rx(2D), TX(TS) £ = O 0|22 Egfgs MEiE

U LIC.

#Destination Type - 2Z 8 §4 2Z ZE 0|8 HAIZL 242 s ZE a2

ZEOM Oy ZEZ E2iHS 0|2 ot= O AHEELICH RSPANS 22 A2(X|2

0

ll i
U ONE wiror croae
=

M irror Session Settings

» Spamming Trea

b ACL

S
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Advanced Settings> Mirror> Global Configuration

of HO|Xl& b3 7|s& AR &dst E= HEdstst=H A& E LU L.

C2Enable ® pizable {Default: Disable)

¥ Gpamning Tres
b ACL

» aifing

em Munagrmest

o 23
Advanced Settings> Mirror> Mirror Setup

of HO|Xl& b3 d55 ddst=0 ASELIL

L=y
B= Mirror Create

— Mirror Sesslon

¥ Gpamning Tres

b ACL
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LLDP

=1
=28 2%

Advanced Settings> LLDP> Global Configuration

n

O] HO|X|&= LLDP 7|58 MYEXo=z

ot

g% £= Hgdetotl LLDP o7 #He+E
Td5tE O AFEE LI

¢ Tx Hold Multiplier - O ZiX|= 0|2 &X| HEO| /X A|Zt Hig2 LtEFHL|CE

®TxInterval - O] ZiX|= LLDP T{Zl ®&E ZtA(ZX)S LIEFHLICH 7|24
30x&LC},

#®Reinit-Delay Interval - 0| Z{X|&= LLDP £7|3} X|HE &= CHRIZ LIEFHLICE,

Global Configuration B i, aclmin

LLDF Global Conflguration: ® Erable ) Disnble (Default: Disable) Aaply |

T Hold Multiplier: ] <2-105, defauit 4 [ Aely |

T Inkeryal: [30 | <5.32768, datault 305 [ Aply |

Rainit-Delay Interval: |z c1-10%, default 25 [ Aty |
-k T T Delay Interval: |2 | <1-51825, default 3 Asply_ |
» ACL

* IF Komifing
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Advanced Settings> LLDP> Port Configuration

.

O] HO|X|= ZEQ| LLDP 7|52 Ed2tetALt &g

U GH E LLDP Interface Config
(FRHEY

=8 HHES EHOY HY E& OF

o

g dal/H2gst HojX|z2 S0 gLt

LLDP Interface Config

em Munagemest

LLDP O|&

Advanced Settings> LLDP> LLDP Neighbor

Ol HO|X|= LLDP O|R SE= HA[St=MH A ELUCH
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LLDP Meighbor

STP HH

Spanning Tree > STP Information

of HOo|Xl& 2md E2|o Dj7i#H5 HEAISH=G AHEE LI

u 0.“'E STP Information L Logout

(F)FHARS e

kbl Ttz 50 MIWRE]

Fizat 1D Priceily JATER (RB000)
ect 10 ddrwas D00, Ck10. 1805
Fizct 1D Halks Time e
Fisat 1D i e am
et 10 Forsed Dalay 1mae
mot Fath Coet ]
Bridge 10 Friority 32768 (prionty 32758 sys-id-ext 0]
Sridge 1D Addrezs D00, Th1 0. 1804
Eridge 1D sy Tirs 23
s 10 Man Aga 033
Bridge 1D Forvard Delay t5ae
Sridge 1D Agrg Tme. 300 gec
Edgascet Bod-Hitar Digabkid
Edgusern S guard Dinabled
Inmance Fath Cost oty
Imcaze [ tart bke I Stabn Hakds Comd r ey N Ty

STP 22

Spanning Tree > STP Global

Of TO|Xl= STP 7|52 THAHLo=z 2dst = HZFSstd A0fd E2|f Oj7Y
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Bie+E 1d5t= o AFEE L

¢BPDU Guard - 0| 7|52 9X| LEJ} BPDUE $AISHX| 2= E E353L|CL

BPDUS 2Ii'd EZ| H7| JEj= Tetst= oidl BPDUZF A& OX| ZE

i

T=oto] RZE YX[PUCL fRad 7= FEE 0Kl ZET} BPDUE
T = eF gL UX] ZET BPDUE F#45ts 9 SQUEX @2 X0 Chgt

g-gztafor 5t7| MEof ZRE 90 thst 22 SEHES MILIT

BPDU &S A = AFLL 7I2H2=2 STAE 2| Edge’t ZEOA

2ot RA=X] Oof R0 2AQO| 2= ZEO BPDUS EHLICH. BDPU EHE2

Hl

Egz F8gUrC

®Working Mode - 2If'd E2| Z2EF 2 E: STP(Spanning Tree IEEE 802.1D),

RSTP(Rapid Spanning Tree IEEE 802.1w), MSTP(Multiple Spanning Tree IEEE
802.1s)

bt
1
1o
ox
Hu
mlru

27385t ol ArgELth

®Pathcost Standard - 2 £ H&2 EX| 7

A2 H|g WHe 2t olEmo|AY BEY 4 Ak ol Y

4 A 2t € Z2¥st= o MEELIL

sDotl1t: 1~200,000,000 || 32HE 7|8 g2 X|JTL|Ct, (0| ZAO0| 7|2t ILIC}.)
mDot1d-1998: 1~65535 H?(Q| 16H|E 7|8t gtS X|-ghL|Ct,

#Max Age - X7t M+=FS Al=sH7| ol 8 HAIXIE +=4I5HA] 2 7|CHE

1

A= ZHOf A[ZH(Z)YUHC 2= X ZE(XEE ZE Me)e F7/He=z +#4
HAIXIE =4I84O0F LIt STA FE(OHXY 9 HAIXo MSE)7t H=2E 2=
ZE= AZE LANO| ofsh X gEl ZETF gL L BE ZEQ F2 HESRIN HZEE
A ZE oM M2 RE ZEJF MEELICL (0] MU0 "ZE"E "QHIIO|A"S
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o|0jstH, of7|0l=

TEQ OF0l 2

|
e

ZetE L)

¢ Max Hops - MST 99| %[0} & +=&L|C}.
®Hello Time - £E TX|7t 4 HAIXE HE5t= ¢4 (=)L
®Forward Time - QIE{I|O[A AEf HLH A|ZFRL|CE,
®lInstance - AIf'd Eg2| QIAHAQOl =& X|FgLIC}
®Priority - 2If'd EZ2|0M AL(H FX|Q RME=LIE XHYLICL 20| HS+E
AQ[K| M&=2(7F FOtELICE
:.J[;g?l:g'ﬂs SIIEET Configuration

_Bsou o ‘ (ienabla (B icabis (Gatsilty picshia) BPDU Filter: {SEhabla. 8 Eabla (ESerah; Disbla)

L e—— N e —

il Times B {12010, i ) o Thmes [i3 | (ar30, Defeule 1)
STP Interface
Spanning Tree > STP Interface
Ol HOolXlz 2Ifd E2|0f e ZELL AF°| dX| MEE EASI= O ALEELUCH
®Edge Port- 2 LE= NE FZE 2oz £ gleoz Alld E2| MY HEHE
Y Sotg = ASHCH X ZEE X|E5IH IAAHO[MO|IL MHet 22 FX[of
Oioh o WE =S M35t AN M OIOEHHO|AE RX|SHY XFd OHIE F
F2 HIO|Z22 CfA| 2H8%ts O East =g 2212 Y2 0|1 QAHMo|A AE|Tt
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BEZE M 2md E27t MFES AIMSHA] LT Lot OHE STA 23 AlZh =1t

1]

ZHE SEYUCH SHXZ X ZEE AELE FX|of HZE ZEO| CHOHAMT

E

2-gotE|0foF ot HE 7|otMIR.
#Root Guard - STAE O ®2 E2[X| AEA(EEs S A § %2 MAC

F2)8 71 BNt GHEX RE H2X AP VS 4+ UEF SBHLICL Root

Guard E E2[X|7F £H0| ot AX|0f FIEKX E=E EYSE O AHEE =
UAgLICh RE ZEZ ot Mz22 20ld E2| EZ2X[E JLd=N =8l

®Loop Guard - X|EEX| g2 ZEONM F= JtE 7|50| 243tk max_age A7

LHol BPDU HIAIX|Z7F =SR] BB ZEE LBO| HJEf Hets 4, o5 8
HEols O 22 X NE JEfZ SO{YULICH ZEJ B2 S AX| LEHO

=071 H=L 2 HOHE MEY & YELIh

I AT
U %/ bW k=  STP Interface Management

(xlguezy

W Criecview

I e T N T R T

deable dmable cimnble dimsbie disable enabie

disable dsabie cieable theable disahi enatie

disabie disable cisable disabie disabie enable

th-0-4 disable duable cisable disabie disahle enable
disabie dzable cisable dissble disable enable

dimabie duabie cisable dissble disabie enable

disabie dsatie cigable isatiie digatia enabie

disabls duable saable dissila disshla Gnabla

disable disabie ciszble disahie disanie enable

disable disable disable disable dizable enable

F-11 disabie dmable disable disahble dicable enabie
drable danbie cinable dinable dinabie enshle

disable dsable disable disable disable enabile

o-ie disable disable cisable disebie disable enable
disabie disable disable disabie disahle. enabis

disabie dizable dizable disable disabie enable

disabie deable dizable disable. disatre erable
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MSTP E4
Spanning Tree > MSTP Region

Of TO|X|= MSTP AAEHAS FII5A AK|St= T O|X| &L CH

MSTP Instance

~— Region
Raglon tiame: | Apply
™ s

[} 1

Tt HES 2850l MSTP QIAEA M HO|X|2 S0{ZL(C.

®VLAN list - O] MST QIAE A0 gtetst VLANY LICE

Add MSTP Instance

Anstance 10

Tnstance: | Hivannd)

LA fist:

slewamale: 3257 8-11

&3 &2

»
3
3
3
»
3
3
L}
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ACL

Access Control List

ACL > Access Control List

Of TO|Xl= ACLZ dd H AHSLDL ACL #AE FIH/AMSH=H AL E L L,

N a1\~
W/ Wb hs Access Control List ;
=

oo
ME

Eurrent SCL Name: Tyme:

o [ o]

MY HES 22510 ACL 718 HO|X|2 S0{ZL|Ct
®ACL name - ACL2| 0|2 ¢|L|LC},
¢Type - O3 ZE ZEJF X|AELCH

alP: IPv4 ACL EE= A4 IPv4 FAE 7|HO 2 i3S EETHL T},

[ |

=
>
o
=
>
(@]
>
(@]
[
o
In
rir
B>
| >
=
FIF
n
0z
=
>
(@]
M
[
se)
o
o
S
[H
o
oo
40
ogt
/o
N
re
|0
HU
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]OI‘ E Access List

pffts ALk |

ACL 0122 MM 3 MME ACLS 28 3 37t HES 22310l ACL 78 74

HO[X|2 SO ZLIC.

ACLIP w3 +4 HO|X|.

#Sequence Number - ACL 1#32| A|#A HZL|C

#Action - ACLO|= & L= AR F&o xgo| ZatE &= UFLCH

#IP Protocol - 2X|A[Z Z2EZ RS TCP, UDP, ICMP, IGMP, ALEX} H2| L=
ANYZ X|ZgfLC,

#Source IP Address - LX[A|Z &A TP FAE XYL

#Source IP Address Wildcard Mask - 2 X[A[Z AA TP FA QIUYETIE OATE
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INESE=I{]
#Dest IP Address - 2ZX|A|Z O IP FAE X[FHELICH
#Source IP Address Wildcard Mask - 2X[A[Z & IP FA QIUYETIE OATIE
INESE=I{

#DSCP - Atz MH|A FE HOE 249

=0 L|CH (R 0-63)

DSCPE 7|¥o2 ACL 742 4H8 3 S¥ 9ol EaiTo| o) o £ (o=

gad

EE O 2 U7 AtE MSste & tfdet DSCP Ef7) A= Tzl Crefet ME

FHME HEY & JUFLILL Ol HENA 2228 Bt 28X0[1 |AUSHH #He|sths

#Routed - O A& BHLE{7H M W20 HEE0f, Halslof T2 YEYIZ
Mg Z67t @ HA0E gee oL

#Option - IP S84} TjZlS XA Z LT

e
W= ACLAdd Rule

‘Sequence Nurber: (1131071}
actony | Permit v
1PPomol | ANY “
Source 12 Address: | R
Sowrce 1P Address Wedeard Hasks | || ||| _I
Dest 19 address: . 1
Drest 1P Adelrean Widcard Hask: | |, |
Dscr: {omg3)
Rauted: |

opton: |

_vamll | Ea

ACL MAC T+%& +4 m|o|X].

#Sequence Number - ACL 11&/9| A|fA HZQYLICEH
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#Action - ACLO|= & L= AR #Ao xgo| ZatE £ UFLCH

#Source MAC Address - 2X|A|Z A& MAC FAE XFELCE

#Source MAC Address Wildcard Mask - 2 X[A|Z AA MAC F4 QYEZIE OIA3IE
INESE=I{

#Dest MAC Address - ZX[A|Z g MAC T8 X FRLCH

#Source MAC Address Wildcard Mask - 2X[A|Z CHa MAC F4& QYEZIE OIA3IE
INESE=I{]

®VLAN - VLAN EE+&= MAC F4& HMA MO 55 #20| HE8E= £ VLANS

X’8ot= O AAEE UL F, XAIEE VLANS| E2iHDt o 2o Fets s

d

eUntag Vlan - 243} = H[2datgtL|Cf,
sEnable: 1%/ Ef7} X|™HEX| 22 VLAN EgfZiof HEL|Ct T{Zl0| VLAN

Ef 17t giCiete CHE ZRA(Ol: A& MAC &, Hd MAC & 3)

o

S5Ot 0

sDisable: #4512 £d VLAN Ef7} = {02 HEELICE E17F X|ZEX] B2

#COSs - Ijzlo| =S 2ot Ol Ar8&= MH|A SAYLICH COS ws

X|gotH Chdet o Eglgs /ot 2UERIE XN¥Y = ASHCL 40l

=275 ME=7F =0ty UL
#Inner Vlan - "Inner Vlan"2 g8td oz 0[F Ef1 VLAN(Q-in-Q =& 802.1Q-in-

802.1Q) ™82 WF VLAN Ef1S LIEtHLICH O] 285 AMESHE 7|Z Ef 20
=7} VLAN EfAE F7re = JUSLICh

#lnner Cos — "Inner CoS"& ¥Ht& o= L& VLAN Ef°| AMH|A Sefa ZE

HJ|HJ
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~

LIEFE LI T2 24 S

=& Al

o Z00f chet

ZHIY = ASLCH
U OI‘}E ACL Add Rule

Seguence Numbir:

Actons

Dest Mac Sddresa

Dest Mar Address Widcard Mask:

Lz Wian:
cos:
Iner an:

Inrer Coss

Protocolz

Exft

32

ACL > Class Map

of T O|X|l& S~ Hstl ACLE

l‘l E Class Map

(Flnaeizs

[ o |

HEHI AT Z2REZS 7

Source Mac Address: |

Spurce Mac Address Widcard Mask:

wan: |

Ste O AFEEl= 802.1Q VLAN Ef9| 3HIE

T2 E & (ARP/RARP)Z

o
T

HoZ2 Egj

JE
o

E Hi, admin

{1%131071)

e )
Crenzhlo @ misable

140947

ZXA7]= O AHEE UL

Ty
[Esr—
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MY BE

mlo
iy

215t Saia M #d mo[X|2 S ZLICE.

#Class map name - 22iA 2| O|FQLICt

#Type - match any = match all L|C}.

sMatch any: Ol & & dtitete SFEH 477t d3otChe 20| LT},

sMatch all: O|= OiX[7} S35t BE =A0| SAOf SZE[0foF && o0 L L,

Class Map Create

dass map name:

Type: match any -

2aa W 0|52 Mot 2 MYE Sefa W 0|5 S = FIH HHES SEHH
Class Map Match ACL 74 H|O|X|2 ZIgtL|LCt,
U ONE casmsp

(Fipaeizs

[ o |
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Ll = e
" k=  Class Map Match ACL | B togout |

u | Ham | e

0 2 A

o G in

of HojXl& 84 s 49 X AXsty, I8 WS HESt= O AFEELICE

licy Ma i, arfmin
oy Mg

[ome I o

e v Live m Py Mo
[]

Iresriscn prevrm vath by Base

ot M Y 49 78 HOo[X=2 SoYLC.
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Policy Map Create

walicy map name:

M Y 0SS MAS T MHE IM Y 0SS 2T T 27t HES SR Y

Y X FHL Y 9 HO[XZ SOo{LLICE

>

YH Yol SF Faa o

Hab XO=F HYE[E S YoM Felgh 7[ES 5ot

=l

DE E3To| FY Wo| MEHCH: oojYLiTt F, 2L WL £3T FWL

Awotn Y ML s ST i3t ST Qos FMS MWFLIC,

#Class map name - 22l 7|2 E= 7B 2eia H O|F L CH

sClass-default: Class-default= CtE Z2iA YO PA|HOZ HOIZX| A2 ZE

EfT2 YXAZIE Tl BHA BALICL T2 BA Yol HOIHK YL FL BE
E2jme o 7l wFo| S

#Policer — Policer?t OtL|7{L} Policer@L|Ct.

[m

o

JH

o =& HMetotALE Mofste O ArgE L. 28E

— —

sPolicer: Policer= EH

S0 D2 ol S&S Metotd, Mets =aots 22 M, BEA S22

I

SEEIS

ol
ot
rg
Am
oz
[m
o)
JE
0T
¥
mjn
Pl
oz

= 2lHmolAz

®Redirect to — "Redirect to"S Af

2ioiAMY = AELICH

#Monitor - M41, M&2 X M3, "Monitor"0| £ MM (O "MM1", "MM2" E=
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"MAE3M)I 2 AFEElE 9 APE FolE ZUEHY FMO| EfY H¥FE LEoChs

o|0] Y L|Ct.

Policy Map Match Class Map ) | |

Clags Map Nama: classastzuft -

=
M Y 0SS MM 3 MHE YN Y 0152 2 3 HOIX ST X7} BES
2ot M Y UK B Y 7Y HoK2 MY

#Interface Name - 57 QI H0|A0 HX M2 ShaHL|Ct,

eDirection - Input == Output® L|C},

wOutput: £ ZEO| &3 Hgto| Y™ WS ML}
LN el 1o
W/ WF ¥ k= Policy Map Apply Interface I .
(=soizd —
Intarfaca Hame: -~
| = o
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IP 2%

IPv4 A2

IP Routing > IPv4 Route

O| HO|X|= BGP &= HO|Z, XY

g8 8= HOolE

o

g e

U 0.“' E IPv4 Routing Table
(F)FHARS

HOlE& EAloH:

o AMEELICH

B2 H|O|Z, OSPF E=2 H|O|Z, RIP B2 HO|Z

1Pv4 Routing table information

Orataral: A -

Pv4 HH

IP Routing > IPv4 Static

Of HOo|X|= 1Pv4 11 F2 IS Y5t HASt= O AHEE UL

42




U-F9028UW

LR et U

W W hd b IPv4 Static Route Configuration
(F)FHARS
1Pvd Static Route Information
Hew ] [ Daists Tataic @
- Faretina b Mok Mosthing Testamwn

Mz 2HE7| HES 85t Ipv4 18 =2

0%
o

448 Holxlz So{ZL .

n
rir

#Destination - & HEQA, MEHERA L= SAEQ| IP FTAQL|CE,

®Mask - HZE 1P MEUS HERT ODIAIYLICL O] OiA3= EF MEUHCRZ

#Nexthop - 0| FZ20| MEEE OF 2t*EH 22| IP F2YLC
#Distance - S5 Z=2o| 2|7t Y F=20 Cisf & H2 L0 X2 EF O
B27I 4 2te8 JE=Z WEoE + UASS LiEH= 22 A2y, 35

FLIHAE 2t2E Z2EZ0M AMEElE 7[2 22| AH2l= OSPFel B2 110, RIPS|

42 120, eBGP2o| 42 20, iBGP2| 4% 200L|Ct. (H®l: 1~255, 7|24k 1)

LR et U
W W hd b IPv4 Static Route Configuration
(F)FHARS
— IPw4 Static Route
ousrten -
Mgk 255 D{24) -
Nesthop: -
Distance: [T ] = fanass; defaue 1)

Apgty | [ Back

» Multicast

b Network Mamagement

43
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OSPF 42

IP Routing > OSPF Route

O] HO|X|= IPv4 OSPF E2 &x5 g3t AASt=s O AHEELCH

1y ¥
W 0.“ E OSPF Route Configuration
(F)FHARS

OSPF Route Information
Hew | | Deists Teital: &

[ ] Process Dastinatin Mack e

Z2MATZF BRAL AR ELIC

#Destination — CHY HERT, MEYERYI £z ZAEQ| [P FAYLILCE

#Mask - HZE 1P MEUS HEQS OIAIYLICL O] OfA3= EF MEUHCR

HEYTE oz Yoz FUFORM HaE: 249Y Yo ¥ F0/n HEYI
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= JYar AZL|0joF THE ool 4 8 B= A 0| JtseLLt. 2tRE 2t &

uehks HEststn HES/R dsit 88 AU
eV
W WFivln OSPF Route Configurati Hi adimin il
Al ute Configuration [ Logout
— OSPF Route Ttem
Procese: [ ] = taes535, default 1)
Destination: | .
Haasks [Z7] = to-32, defaui 24)
dreat E = [0~a2949e7295, defaalt €}
Apgry | [ Back
RIP B2
IP Routing > RIP Route
Of HO|X|= IPv4RIP HE2 &5S Y5t MAS= O AFRSE L
eV
W Widbka RIPRouteC i Hi adimin
Al oute Configuration
RIP Route Information
Harr | [ Dt | Teital: 0

Mz 57| HEZ 22510 RIP 2 &5 MM HO|X|Z2 S0{ZL|Ct.
#Destination - CHY HERT, MEYHESRS E= ZAEQ [P FAYL|CE

oMask - GZE IP HEUHO| YEYI OrAI QLI 0 OtATE SF MEyoR
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eV
W Widke RIPRoute Configuration
(%) FHel ZH
— RIP Route Ttem
Dstiratien: |
Haski BT = (orsz, defouh 241
oty | [ Bacx |

IGMP A5

Multicast >IGMP Snooping

Ol O|X|= HEIFHAE Ezfgol j7fHs+E Fdsts O AHEELICH
®IGMP Snooping - Z43tE|MH AX|E HERXT EfEHE ZLIHESHH HEFHAE

=T

=}

= FuldtHs @ 2ES ZFYLLL 0|F IGMP £+80|2t1 BfLCh,

#TCN Querier count - IGMP #2[0{2] A1 A T2l TS 2==0f et
HERA mfz2l &4 7tsde 2457 | d™E Lt HH&E0| ES+5 IGMP
HelZ7l= 42 "ZA"NKX 2 oot HEFIAE OF AZh Z=3F A[ZH2 ZOJT LT
#Max Member Number - IGMP ZE[FHAE O F9| ZCf Y F=YLICH

#TCN Querier Interval - IGMP #2[0{7} A|ZE|H "IGMP #H2| AT A|ZF F2| 2tH"9

AlZE A2 2 "IGMP H2| AT A% F2| AZE" IGMP 28t J& 2l HAIXIE 2L

oM HESRIZN HEINAE OF FGH0| A=K WA =l
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#Vian Mode - 2 & VLAN = CHQ VLAN.

#Vlan ID - VLANS| ID.

HEIHAE EfHE ARTLCH

rlo

#Discard Unkonwn - SEL|X| @

#Report Suppression — IGMPv1/v2 T+8@ B HAIX|E YHSI=E ZEE

UL IGMP 2580 v3 REOM St 42 TE- 21 HAIXlE AH X

#Fast Leave - WE LI7t7|7F & = FHE2Xs REPHAE 47| 22 HAXIS

AL
—|—|A_|

>

A 5% 72

@

= HEH2E =2 EF 2| HAIX| = ZEPHAE Fa 8

>~

HAIXIE 2UWX| @g5UCH il FHe| +=8Xes S L2E7F HEPHAE OAFS HETs

AeE g2E" ZEPHAE ZX0O MY ZEUCH WE L] 752 22 HAIXO

eVersion - HEQ 30| CtE ZX[efo ZetdZ o Z2EF HHEZ dFTLCt Ol
AKX AFEH EOME EUE O AMHESHE IGMP HAQLICEH (BQ: 1-3;7|24t: 2)

#Last Member Query Interva - HE|FHAE SAETJL 152 HESIH IGMP 2E|

HAIRIE 2 LT

22K= E HAIXE $A51H IGMP AE8YE £= 08 X 2298 2| HAXIE
HU sy =AE7 OXTez OAFS 2EY=X =I5t EIO[HE A|RFRLC.

EtO|M 7t Rt=E[7] HO| EAM7 AKX HoH OF 7|50] MM E2 EAMIt
PAEE HEPHAE 2tRHZ HSELULL & S0/ A8 £& 229 0% 43

EHS AXStE O ZEls A0 EOSX HAE EfEo] O RO #dE =+

UASLICEH O] £82 IGMP A4 &

1 O

=

207b 2gste| ALt IGMP FH2[ 7|7t
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U 0.“' k= 1GmP Snooping

IGMP 253 HMH

Multicast >IGMP Snooping Information

O] HO|X|= IGMP A%T Z2Y AEl, IGMP &

75 =250 IGMP 258 HEIE EAISt= O AFEELICH

U 0.“' k= 1GmP Snooping VLAN

+4 VLAN

X IGMP A% H

—IGMP ing Global
FEHP Sncanmg Ensk v M Member Number: [2048] f2ea024, Dbt 10245
TEM Cpusrier Caort: |2 Jt1~10; pafoute 2 TOM Cymrimr Inferum [10_[{1~255; Defacit 10)
— IGHP ing Vian
Vian Mede HiVian v Vlen 10 1 (Eed)
IGHP Snvaping: Enab ~ Ginrd Lirdeortams Disal ~
Repart Supprassions Disal v Fait Lasue: Disal
version: [ |613, Detowt 2 Last Mernber Qusary Tntaryal {1000 | {30004 25500, Defauk 10003

1209

48

— IGMP ing Global
1GMP Snoaping: Enatle Max Member umber: an4a
TEN Querier Count: z TEK Querier nterel: bt
- IGMP Snooping Vian
Enassing tiacard ot ot Last termber
s Enic [romieiny Supisan Losve Merezsy [y Leberval
Enatiad Disaice Enaicd Dkt z 000
- 1EMP Snooping Groups
Dynemic count: Staic caurt: 0 Tetal count:
Vi tmrsfuce. Tarmup Address Expim Teme:
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HES3 &l

DHCP ZE2l0|HE

DHCP Zz}0|9E MAH

Network management >DHCP Client >DHCP Client Setting

Of T O|Xl= ZEO|A DHCP 22I0|QE 7|52 &d%t & HZ2Eetsts O

A& ELICEH

U ONE oucrciontsewns

[EETLET]

et e e

49

oot ]
|1 47Y BES 2ol THY T CHF ZEO| 48 DHCP 22f0|9IE

I ™
Irterface Nome: eth-0-1
DHEP clent: T evanle ® rsable

appy Il Bac



U-F9028UW

DHCP Z2t0|HE 2FEf

Network management >DHCP Client >DHCP Client Status

O] HO|X|&= EZE, ZEO| |IP A, DHCP MH Ip ¥ ZE ME|E ZEEHSH DHCP

SCI0|UE FJE HO[2S EAISt= O AHEEUCH

Dhep client info table

Dhcp client info tabla 1

I T T N N

SNMP

Network management >SNMP

Of HOo|X|= 2= 2| S20IAEMTE All 1, 2, 3)0f Cish SNMP MHIAE 23t =

rir

HgMststn HFRLUE +482 d8st= O AMSELICH
®Access Mode - 7T L|E| EAtE0]| CHot BN A MBS X|FHEL|CE
sRead-Only - SQIE 22| AHO|M2 MIB 7HA|IPH AAg = USL|CEH

sRead/Write - Q& 22| AHO[M2 MIB HHE HMstD =3 5+ ASLICH
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Enabk ¥ Dusabic {Datauks Disabka)

SE  (Datauh &)

o iy A s W D

SNMP

Network management >SNMP Trap

Of HO|X|= Trap2| OH7fEH=+E Fd3t= H AHEE UL

11

#Coldstart Trap - 2%|X|= 2 & A

A

Al EEE SNMP B2 EWL|Ct

eWarmstart Trap - 22|X|= & MA|Z A ERS SNMP MHE EHLICH

L

oLinkup Trap - 2%|X|= ZE ¢1Z Al EEMZ SNMP MHE EHL|CH

oLinkdown Trap - 2%(X|= ZE AZ0| HEO{X|H EZMZ SNMP MHE EHL|C}
#System Trap - 22|X|= A|2E 027} LUStH EZMS SNMP MHZE HELICE
#Loopback-detect Trap - 2%|X|= FZ7t HX[|H EWZ SNMP MHZE HHL|C},
¢Community Name - Af EZ Zt2[Xt &=0| i3t F2ot HRLUEl EXES

X"g gLt

#Trap Target Address - & HA|X|E AT Af 22| AHO|MO| IP FAYLICH

kl

®UDP Port - E¥ ZE2|Xt7} AM2SH= UDP ZE HZ E X|™eL Lt

r

#Management Interface - &2| ZEE &5 SNMP AMHE HZALIC
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SNMP Trap Configuration

— Basic G
SHMP Trag Snable:
[ Coldstat Trap i Warmstart Traz
[ Linkup Trag Ll Linkdown Trap
T Syshem Trao L} Loophack-detec Trap.

Trap Server Configuration

Trep Target Address: [ | 11Pud or PvE address)
Community Hamas I
uD® Fart: | | fo~e5535, Deinult 152}

Maragement [nterface:

LR,

ZE HOt

Security >Port Security

Of IO|X|& AKX ZEOM st5d = AN T4 HOISO MTEH HERT M2

rH

sLo
ot=

of &t

I
mjo

U GHE Port Security
HeEy

FRERRRLS

rn
e}
=
FI I
_l'_l_
ofy
Hl

Ho|X|2 So{ZLtt,

¢Interface Name - ZE RS,

52

Torggnt Aakclrmms 1K Pt Wymd-E Eammarity Mare

= Ae A MAC F20| Htf /5 Fdst= Hl AHEE UL

e —
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®Port Security - LEQ| ZTE HOt

o

2955t Lt HiggstetLltt,

¢Interface Protect Mode - 25, X3t & B=Z.

mProtect - LE HOQt 28t A| T2 H|7|SL|Ct.
sRestrict - ZE HOt 2|8t A| HAIX|E AHstD 25 QAMTL|C,
sShutdown - ZE HOt 2|8t A\| TEE H|=d5|BtL|C,

#Max MAC Entries Learned - ZE0|A &5 &= &= ZOf MAC F4& =YL|CH,

Port Security

Irterface Nome: eth-0-24

Part Security: B pisate O Enable

Intarface Pratect Mode: W protact (7 Asctnict () Shitdosn

Ha MAC Eniries Leamed: 1 {064, Delasst 1)
[ rom [l ok |

Security >ARP Intercept

Of Ho|X|= =Y 4kl ZCf ARP I{Zl =5 H7¥st= O AEELILE o] =

Z0HSHHE ARP

OH

A= LAIBH7| flal H 7L
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— Arp pr Settings
| Arp Intercept | 258 4 pos Valld range: <0- 100000 the value s set to 0, no dynamic ARP entry will be leamt again.)

Apply |

DDoS QIEME

Security >DDoS Intercept

O HO|X|= 24 MH|A 5 SHCERH ES5t= O ALEELICH DDoS 342
AFEHLU HEYR 2[2A7t HSste MHAE Xtotétais A= QL CH

¢ Smurf Attack Intercept - 7}Si{A7F EZEIAE CfA IP F4(255.255.255.255)2
ol AZLE ICMP 0|2 8F EfHg MMste 3428, 25 o|=3 mofxte|

ZUE A FAE AMEYLCH ICMP Echo 8 TAE Ej= o 2R3t

e
S

jw{m]
rlo

CIHEER Qo) m3iit= S&= 7 EUCh

#Fraggle Attack Intercept - 0| 342 AN 2o HAYLICt ICMP T2 S

FAZ HLU|X| QESLICH CjAl UDP TS AF2EL|CE.

oF
Jhu

¢IP Equal Intercept - &2 IP A AX[SIE

CHAN IP F=EA

i
| >
4H
OF!
rot
i
N
mjo

®ICMP Flood Intercept — ICMP I{{ZIC 2 Ci4t IPE HX|A SIH At 7ts3t Y=

mjo

2

qn
>
oo
Of
Lol
oo

HHQ EfosS KT CH

54



U-F9028UW

4 UDP Flood Intercept - 7ISHAI7t R4 AEQ| o mEO| CHE] UDP
fZ(AFEE 24 P RO 2ASU0N)E EWes SHLUCLCH d2 ofE2[#0[M0]
sie ZEOAM =4l Cf7] FQIX| =elstn ICMP XX = 27l HIAULE

. B2 ICMP I{ZlE ELHOF st22 Z= CHE Z2t0|AET} ST m2lof
Adg = QA Euch

#SYN Flood Intercept - 7t A7t H&X Q1 TCP SYN B (AFHE AA Ip FF0
A G0N AL ZE B ACK TiAS HHetStX| Qi= S LTt o|2fgh Hoft

UL ChYO| 2AAS HIIYSD MRS APS BE 4 9ODR MHA ARt

¢ Small-packet Attack Intercept - IP 2 IfZl S 40= CH& A|AHEIY 2 =2 4

s 2 s AM2Ze 2|28 AH|oh= X Y0| ZobE L

k= DDOS Configuration B i, aclmin
W Cverview
¥ Imturface Mamgement — DDOS Ci q
¥ advanced settings S Attack Interceats " Enable  Dianble {Gefault; Disable) Aonly |
b Spamning Tre 8 ;
L Fraqole Attack Tntercept: Enabla ® Dizable (Dafault: Disshlo} Aggly |
AL s B :
IP Equal ntercep: Enabla ® Dicable (Default: Disable) Apply
» I Routing
ICHP Floed Intercept: |o J pps Valid range: <0-1000- 0.disable _Aaply |
UDP Figod Intercapt: [a | J-pps Valld rnger <0-1000> o:disable | Agply |
SH Flood Intarcept: |a | { pes Vialid rangs: <0-1000> Didisabls. | Zpply |
Small-packet Attack Irtercept: |a bytes valld rangs: <23-405 B:disabis Apgly |

Sz MM

Security >Currently Session

Of Ho[X[= &4 & MMl D75 EASH= O AHEEH O|F AASHAHL AAEAE

YH=Z 2O0IRAIZ =+ UASHCL
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Currently Web Sessions

D

i ndmn

Security > User Management

1560912

T2 TgE ALEX Ol HIZHMZE 7|

HMO{St= HO|X| L Ct.

U 0 I‘il E User management

Hf o

- —

Expire Time

1570-01-19 01:35:30

2 ARX[0f T

(<] )

[

F7t HES 28610l AL8A 74 F7H/+8 HOIX=2 S0 &L L.

eUser Name - AFEXtO| O|EQLCE,

#Password - AtEAL HEHS E X|ZgL|Ct.

#Confirm Password - 257} 2435

Ao

56
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&L Ch
#Privilege - AFAt =FZ X|HELICH (4 1 - gt 4 - Hot AUF)
ddt M =FE2 AQK[Q WA MEHE EAISHE HMTHE 9| FHIt 0{2f O O|EH|o|A

ey g

System Management > File Management

of HO|X|& gXo mEs &e|st= O AFEELIC

—

AEAtE T+ TS PCO| Y2EStD HERY mAS X C2EEY 5 ASUCH
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e
Faghi/book
Nashzrcold
faghiz/zold
flashifinfo
fiashs

Rash:

Raah;
Fiahs/zvs-dag

flash: fays-dag

Aash:/reboct-irfo
Rash:/rebook-irfa

Rasihs frebodt-info

System Management > System Configuration

Of HO|Xl= A2X|0f Chet Eat Azt F8%t= O AHEELICH

—

St e
Startup confg®
Cald lag
Cald feg

DHCP binding

License

Syzlng

Delete Sclected Flies

— Base Settings
Drevice Namie: Switch {163 chars)
contact: [ £1n255 chars)
Lacation: {1~ 255 chars] Anply
Date and Tume! 121148 D1B2024 [HH:MM:SS MDD | Aogly |
Time Zone Name: uTC {331 chars)
st mnus o+ 15 v hoir 17 womin 1 “Agply |

load &M

System Management > Load Configuration

Of HO|Xl& AlA" 25 BAISID 4K E 3{&3t= O AMSELIEL

#Level - 0-emergency, 1-alert, 2-critical, 3-error, 4-warning, 5-notice, 6-

information, 7-debug

58




U-F9028UW

Log Management

Lag Managemant

Level: Al - Modula: Al v [ Bearch |
The total number of entries for the selected conditions: . 0

[Level0-emergency, 1-abert, 2-critical, 3-error, 4-waming, S-notice, §-Information, 7-debug)
[Feiesti { Char |

O

il
o

Tools > Ping

O HO|X|&= ICMP 0|2 28 mjZlS HERIO 2 LE2 EUYE O AFEELCH
(BeEE Tt E: IE EE FirefoxS AFESIMUAIR)

OVRFID - 7t& 2128 % MY ID= HY =2[H 2t2H oA M2 CHE 7ty

I
40
om
ro
>
rm
|>
mujn
4
Mk

St 0 AEXIALCEH ZF VRFOl= AHH| 2t 8 HI0|=0] A0

#Destination IP - ping T2 IP FAQL|C},
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Ping

— Ping qs [Tips for p y: please use IE or Firefox]
VRE ID: mamturt v
Destiration 18- ji0 L[1o |25 |jza | [ Fing

Traceroute

Tools > Traceroute

[

of HO|Xl& x| gE tHd22 0|Sst= 42 mzs #AISH= O AFEELICH (=28ds

rot

2|3t El: IE == FirefoxS AF2SIMAIR)

#Destination IP - & Z0l 1P FAQL|C}

2
L TraceRoute

— Trace Route qs [Tips for P y: plaase use IE or Firefox]
VRE ID: mamturt v
Destiration 18- ji0 L[1o |25 |jza | [ TraceHaule

T Al &/ R

Reboot/Save
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Ot
k!

Of HOo[X|= £2X| 85 Mo, AAK|E CHAl A%
=#ot= o MEELILC
#Save - TS AR #90| MZotH MEEY 20 +90] FA|ELICE

K& M oA

fo

®Reboot - 2 ¢

Xt
(=}

nx
ox
mjo
i
o
ot
>
>
to

X ot

i
OH

®Restore - A% X|

Maintenance

Save configuration te startup-config: “Save |

Rebuat the switch! B Savs systam configuration bafare rekook Rebaot
Restore FRCtary £drfiuration (o SEarup-config: restare
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